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Motivation: the QoS-enabled Software Crisis
e Symptoms

— Communication hardware gets
smaller, faster, cheaper

— Communication software gets larger,
slower, more expensive

e Culprits

— Inherent and accidental complexity
e Solution Approach

— Standards-based COTS Hardware &

by Software
www.arl.wustl.edu/arl/
—
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Problem: the COTS Hardware & Software Crisis
e Context

— Adopting COTS hardware &
software is increasingly essential for
real-time mission-critical systems

e Problems

— Inherent and accidental complexity
— Integration woes

e Solution Approach

— Standards-based adaptive COTS
middleware

UC Irvine D{:‘ 'E 2
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Context: Levels of Abstraction in
Internetworking and Middleware

| RTP | | TELNET | CORBA
APPLICATIONS

|DNS| |FTP||HTTP|

| CORBA SERVICES |

ETHERNET FDDI WIN NT LINUX B LYNXOS
FIBRE CHANNEL SOLARIS @ VXWORKS

INTERNETWORKING ARCH MIDDLEWARE ARCH
T
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Problem: Lack of QoS-enabled Middleware

e Many applications require QoS
guarantees

COMMON
MIDDLEWARE
SERVICES

— e.g., avionics, telecom, WWW,
medical, high-energy physics

DISTRIBUTION

) e Building these applications
MIDDLEWARE I_I [ =]

manually is hard and inefficient

INFRASTRUCTURE
MIDDLEWARE

e Existing middleware doesn't
support QoS effectively

OPERATING

]
& (N N |
RS - 9. CORBA DCOM, DCE, Java

HARDWARE DEVICES (i

e Solutions must be integrated
horizontally & vertically

. Y
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Candidate Solution: CORBA
INTERFACE IDL IMPLEMENTATION Goals of CORBA
REPOSITORY COMPILER REPOSITORY

e Simplify distribution
by automating

in args

CLIENT operation()

out args + return value

OBJECT
(SERVANT)

— Object location &

activation
IDL Y
SKELETON — Parameter
OBJECT .
INTERFACE | ADAPTER marshaling

— Demultiplexing
— Error handling

GIOP/IIOP/ESIOPS

OSTANDARD LANGUAGE MaPPING @ Provide foundation
.ORB-SPECIFIC INTERFACE OSTANDARD PROTOCOL for higher—level
services

O STANDARD INTERFACE

www.cs.wustl.edu/~schmidt/corba.html
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Overview of the Real-time CORBA Specification
END-TO-END PRIORITY
PROPAGATION Features

in args
operation()

1. Portable priorities

OBJECT
out args + return value

2. End-to-end priority
propagation

STANDARD

EXPLICIT SYNCHRONIZERS

BINDING
GIlop
PROTOCOL

PROPERTIES

. Protocol properties

. Explicit binding

3
4. Thread pools
5
6

OS KERNEL
0S 1/0 SUBSYSTEM
NETWORK ADAPTERS,

. Standard synchronizers

www.cs.wustl.edu/~schmidt/
00rc.ps.gz

NETWORK
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Portable Priorities
Features

ORB _ENDSYSTEM A

32767 o Designed to support
heterogeneous real-time
platforms

=
-
§ e CORBA priorities range from
g 0 — 32767
z
& e Users can map CORBA
2 priorities to native OS
priorities
e No silver bullet, but rather an
ORB ENDSYSTEM B “enabling technique”
—
UC Irvine D'c"\-'_.- 8
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Thread Pools

2272

THREAD POOL

Threadpoolld id =
create_threadpool

POOL Root POA
SERVER ORB CORE (static_threads,
max_threads,

/0 stack_size,
THREADS default_priority);

Features

e Pre-allocate threads and thread attributes

Stacksize

Static threads
Maximum threads
— Default priority

e Applicable at both the ORB and POA level

UC Irvine
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End-to-End Priority Propagation

(A) SERVER (2) PRIORITY IS ORB (1) server
DECLAREDEENBSISIEY] ~  BFORE> W QINBRIRY]  PRORTY
MODEL & (3) CLIENT's PRIORITY B 1S PRESET

ISNOT PROPAGATED
BY INVOCATION
(B) CLIENT GLOBAL CORBA PRIORITY = 100
PROPAGATED —"SERVICE SERVICE
MODEL

LYNXOS
PRIORITY

SOLARIS
PRIORITY
=135

PRIORITY

Current::priority(100)
to_native(100) => 135

Current::priority(100)
to_native(100) => 100

www.cs.wustl.edu/~schmidt/RT-ORB-std-
new.pdf.gz

Current::priority(100)
to_native(100) => 5

Features

e Client priorities can propagate end-to-end

e Servers can also declare priority

DC-C
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Dag

Standard Synchronizers

Mutex
lock()
unlock()
try_lock()

Features

e A portable Mutex API
— e.g., lock ,unlock ,try _lock

e Necessary to ensure consistency between ORB
and application synchronizers

e Locality constrained

PCE

UC Irvine
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Explicit Binding

_validate_connection (out CORBA::PolicyList
inconsistent policies);

CLIENT
ORB CORE

Pys P20 Paici0o

PRIORITY-BANDED
RIVATE CONNECTIONS

Features

e Enables pre-establishment of connections

— Priority-banded connections
— Private connections
— Protocol policies

UC Irvine
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The ADAPTIVE Communication Environment (ACE)

o ACE Overview —
DISTRIBUTED JAWS ADAPTIVE APPLICATIONS
commoNT @ m ) =g m— L) m— e A concurrent
DD s el Oorewouns
snvm sr.xvn sznvm L J
framework

- sviee B ccorron e Available in
— _, C++ and Java
:é:%’: |mcm/ Zi';“;.? " e Ported to
" R e ProacTOR || URATOR POSIX, Win32,
py— and RTOSs

[prOCESSES/ J

STREAMuSOCKE'IS/ NAMED || SELECT/ || DYNAMIC [] MEMORY [] sysTem
THREADS TLI

PIPES PIPES |10 coMP [/{ LINKING [{ MAPPING [{ V IPC

c
APIs

Related work —

PROCESS/THREAD ‘COMMUNICATION VIRTUAL MEMORY

SUBSYSTEM SUBSYSTEM SUBSYSTEM

GENERAL POSIX AND WIN32 SERVICES e X-Kernel
www.cs.wustl.edu/~schmidt/ACE.html e SysV
STREAMS

UC Irvine D : ":" 3 E 15
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ACE and TAO Statistics

e Over 50 person-years of effort e Currently used by dozens of
— ACE > 200,000 LOC companies
— TAO > 200,000 LOC — Bellcore, BBN, Boeing,
— TAO IDL compiler > 130,000 Ericsson, Hughes, Kodak,
LOC Lockheed, Lucent,
— TAO CORBA Object Services > Motorola, Nokia, Nortel,
150,000 LOC Raytheon, SAIC, Siemens,
« Ported to UNIX, Win32, MV, and etc.
RTOS platforms e Supported commercially
e Large user community — ACE — www.riverace.com
- TAO —

— ~schmidt/ACE-users.html www.theaceorb.com

UC Irvine D : {:1 3 E 16
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Applying TAO to Avionics Mission Computing
@ @@ Domain Challenges
T @ e Deterministic & statistical
3:PUSH (EVENTS) 4 PLLL(DATA) real-time deadlines
w e Periodic & aperiodic processing
2: SENSOR PROXIES DEMARSHAL DATA ° COTS and Open systems

& PASS TO EVENT CHANNEL

e Reusable components

OBJECT REQUEST BROKER

1: SENSORS

e Support platform upgrades

ey www.cs.wustl.edu/~schmidt/TAO-
boeing.html
www.cs.wustl. edu/~schm|dt/JSAC-

98.ps.gz
UC Irvine D{:‘ 'E 17
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Applying TAO to Distributed Interactive Simulations

www.cs.wustl.edu/~schmidt/
Words99.ps.gz

Domain Challenges

e High scalability and group
communication

e High throughput and low
latency

e “Interactive” real-time
e Multi-platform

hlasdc.dmso.mil/RTISUP/hla_soft/
hla_soft.htm
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Optimization Challenges for

in args

QoS-enabled ORBs

operation()

out args + return_value
+«—20

OBJECT
(SERVANT)

Key Challenges

Alleviate priority inversion
and non-determinism

Reduce demultiplexing
latencyljitter

Ensure protocol flexibility

Specify QoS requirements

Schedule operations

1) CLIENT MARSHALING 5) THREAD DISPATCHING imi i
2) CLIENT PROTOCOL 6) REQUEST DEMUXING ¢ Eliminate (de)marshallng
3) NETWORK LATENCY 7) OPERATION DEMUXING overhead
4) SERVER PROTOCOL 8) SERVANT DEMARSHALING
Minimize footprint
. Y
UC Irvine E:' {:1 [ 20
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Problem: Optimizing Complex Software
Common Problems —

e Optimizing complex software
is hard
e Small “mistakes” can be costly

Solution Approach  (lterative) —

e Pinpoint overhead via
white-box metrics
— e.g., Quantify and

VMEtro
MODALITIES CENTRAL e Apply patterns and framework
(CT, MR, CR) BLOB STORE com UO:@Dﬁw
www.cs.wustl.edu/~schmidt/ e Revalidate via white-box and
JSAC-99.ps.gz black-box metrics
Tt
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Solution 1: Patterns and Framework Components

Definitions
CLIENT SERVANT
E CONFIGURATOR| [

D e Pattern
D ABSTRACT

FACTORY
STRATEGY ACTIVE
THREAD-SPECIFIC [}
STORAGE
CONNECTOR ACCEPTOR
REACTOR ||}
| [ &—— |
WRAPPER FACADES
OS KERNEL OS KERNEL
( _____ J [ J
L J L J

— A solution to a problem in
a context

o Framework

— A “semi-complete
application built with
components

e Components
www.cs.wustl.edu/~schmidt/ORB-

patterns.ps.gz — Self-contained, “pluggable”

ADTs
) ™
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Lessons Learned Developing QoS-enabled ORBs
g )

e Avoid dynamic connection management

e Minimize dynamic memory management &

and data copying

e Avoid multiplexing connections for
different priority threads

e Avoid complex concurrency models

e Integrate ORB with OS and I/O
subsystem and avoid reimplementing ]

OS mechanisms " *

e Guide ORB design by empirical F
benchmarks and patterns

A=A
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Concluding Remarks

e Researchers and developers of distributed, real-time applications
confront many common challenges

— e.g., service initialization and distribution, error handling, flow control,
scheduling, event demultiplexing, concurrency control, persistence, fault
tolerance

e Successful researchers and developers apply patterns,
frameworks, and components to resolve these challenges

e Careful application of patterns can yield efficient, predictable,
scalable, and flexible middleware

— Ie., middleware performance is largely an “implementation detail”

e Next-generation ORBs will be highly QoS-enabled, though many
research challenges remain

A=A
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Web URLSs for Additional Information

e These slides: ~schmidt/TAO4.ps.gz

e More information on CORBA: ~schmidt/corba.html
e More info on ACE: ~schmidt/ACE.html

e More info on TAO: ~schmidt/TAO.html

e TAO Event Channel: ~schmidt/JSAC-98.ps.gz

e TAO static scheduling: ~schmidt/TAO.ps.gz

e TAO dynamic scheduling: ~schmidt/dynamic.ps.gz
e ORB Endsystem Architecture: ~schmidt/RIO.ps.gz

e Pluggable protocols: ~schmidt/pluggable _protocols.ps.gz

A=A
UC Irvine D C‘ S 26
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Web URLSs for Additional Information (cont'd)

e Network monitoring, visualization, & control: ~schmidt/NMVC.html
e Performance Measurements:

— Demuxing latency: ~schmidt/COOTS-99.ps.gz
— Sll throughput: ~schmidt/SIGCOMM-96.ps.gz
— DIl throughput: ~schmidt/GLOBECOM-96.ps.gz
— ORSB latency & scalability: ~schmidtieee  _tc-97.ps.gz
— 1IOP optimizations: ~schmidt/JSAC-99.ps.gz
— Concurrency and connection models: ~schmidt/RT-perf.ps.gz
— RTOS/ORB benchmarks:
~schmidt/RT-0S.ps.gz
~schmidt/words-99.ps.gz

—~
P G
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