cmr10.746The ISO Dev elopmen En vironmen t: User’s Man ual cmsl10.622olume 5: QUIPU cmr10.432Colin J. Robbins X-T el Services Ltd Stephen E. Kille Departmen of Computer Science Univ ersit College London July 18, 1991 (V ersion 7.0) cmbx10.746Con ten ts cmbx10.432In tro duction cmbx12.300Ov erview cmr12.3001.1 anatics Need Not Read urther cmmi12.300 cmr12.300 1.2 The Name of the Game cmmi12.300 cmr12.300 1.3 Op erating En vironmen ts cmmi12.300 cmr12.300 1.4 Organisation of the Release cmmi12.300 cmr12.300 1.5 Note on This Implemen tation cmmi12.300 cmr12.300 1.6 Changes Since the Last Release cmmi12.300 cmr12.300 10 cmbx12.300Ov erview of QUIPU 12 cmr12.3002.1 Summary cmmi12.300 cmr12.300 12 2.2 Pronouncing QUIPU cmmi12.300 cmr12.300 14 2.3 Wh QUIPU cmmi12.300 cmr12.300 14 2.4 Ob jectiv es cmmi12.300 cmr12.300 14 2.4.1 General Aims cmmi12.300 cmr12.300 14 2.4.2 ec hnical Goals cmmi12.300 cmr12.300 14 2.5 Roadmap cmmi12.300 cmr12.300 15 2.6 QUIPU Supp ort Address cmmi12.300 cmr12.300 15 2.7 Ac kno wledgemen ts cmmi12.300 cmr12.300 16 cmbx10.432User’s Guide 19 cmbx12.300The OSI Directory 21 cmr12.3003.1 The Mo del cmmi12.300 cmr12.300 21 3.2 Information Represen tation cmmi12.300 cmr12.300 23 3.2.1 Ob ject Iden ti�ers cmmi12.300 cmr12.300 23 cmr12.300ii cmsl12.300 CONTENTS cmr12.3003.2.2 ttributes cmmi12.300 cmr12.300 23 3.2.3 Names cmmi12.300 cmr12.300 25 3.3 Directory User Agen cmmi12.300 cmr12.300 26 3.4 Directory System Agen cmmi12.300 cmr12.300 27 cmbx12.300DISH 29 cmr12.3004.1 Commands cmmi12.300 cmr12.300 30 4.1.1 Mo eto cmmi12.300 cmr12.300 30 4.1.2 Sho en try cmmi12.300 cmr12.300 31 4.1.3 List cmmi12.300 cmr12.300 32 4.1.4 Searc cmmi12.300 cmr12.300 33 4.1.5 Add En try cmmi12.300 cmr12.300 37 4.1.6 Editen try cmmi12.300 cmr12.300 38 4.1.7 Delete En try cmmi12.300 cmr12.300 38 4.1.8 Mo dify En try cmmi12.300 cmr12.300 38 4.1.9 Mo difyRDN cmmi12.300 cmr12.300 39 4.1.10 Sho wname cmmi12.300 cmr12.300 39 4.1.11 Compare cmmi12.300 cmr12.300 39 4.1.12 Squid cmmi12.300 cmr12.300 40 4.1.13 Bind cmmi12.300 cmr12.300 40 4.1.14 Un bind cmmi12.300 cmr12.300 41 4.1.15 FRED cmmi12.300 cmr12.300 42 4.2 Sequences cmmi12.300 cmr12.300 42 4.3 Service Con trols cmmi12.300 cmr12.300 43 4.4 ailoring cmmi12.300 cmr12.300 44 4.4.1 .quipurc cmmi12.300 cmr12.300 44 4.5 Remote Managemen of the DSA cmmi12.300 cmr12.300 46 4.6 Cac hing in the DUA cmmi12.300 cmr12.300 47 4.7 Running DISH from the Shell cmmi12.300 cmr12.300 47 4.7.1 DISHinit cmmi12.300 cmr12.300 48 4.7.2 Example Scripts cmmi12.300 cmr12.300 48 4.7.3 Files cmmi12.300 cmr12.300 49 cmbx12.300SID 50 cmr12.3005.1 Quic kstart cmmi12.300 cmr12.300 50 5.2 Example Usage cmmi12.300 cmr12.300 53 5.3 Use of Nic knames cmmi12.300 cmr12.300 54 cmsl12.300CONTENTS cmr12.300 iii 5.4 SID Commands cmmi12.300 cmr12.300 54 5.5 Standard DISH Commands cmmi12.300 cmr12.300 55 5.6 QUIPU Pro�le cmmi12.300 cmr12.300 56 cmbx12.300DE 58 cmr12.3006.1 Using DE cmmi12.300 cmr12.300 58 6.1.1 Starting up cmmi12.300 cmr12.300 58 6.1.2 Searc hing for erson cmmi12.300 cmr12.300 58 6.1.3 Searc hing for other information cmmi12.300 cmr12.300 60 6.1.4 In terrupting cmmi12.300 cmr12.300 60 6.1.5 Quitting cmmi12.300 cmr12.300 60 6.2 Con�guration of DE cmmi12.300 cmr12.300 60 cmbx12.300FRED 64 cmr12.3007.1 Giving Commands to FRED cmmi12.300 cmr12.300 64 7.2 Let our Fingers Do the alking cmmi12.300 cmr12.300 64 7.2.1 The Alias Command cmmi12.300 cmr12.300 65 7.2.2 Bac to Searc hing cmmi12.300 cmr12.300 65 7.2.3 The Area Command cmmi12.300 cmr12.300 68 7.2.4 Getting Help cmmi12.300 cmr12.300 69 7.2.5 Quitting cmmi12.300 cmr12.300 70 7.3 Adv anced Usage cmmi12.300 cmr12.300 70 cmbx12.300SD 71 cmr12.3008.1 yp es of Widget cmmi12.300 cmr12.300 71 8.1.1 Lab el Widgets cmmi12.300 cmr12.300 72 8.1.2 Command Widgets cmmi12.300 cmr12.300 72 8.1.3 Dialog Widgets cmmi12.300 cmr12.300 72 8.1.4 oggle Widgets cmmi12.300 cmr12.300 72 8.2 Using SD cmmi12.300 cmr12.300 72 8.2.1 Main Options cmmi12.300 cmr12.300 72 8.2.2 List cmmi12.300 cmr12.300 73 8.2.3 Searc or cmmi12.300 cmr12.300 73 8.2.4 Go Num er cmmi12.300 cmr12.300 73 8.2.5 Scrolling Lists cmmi12.300 cmr12.300 73 8.2.6 Help cmmi12.300 cmr12.300 73 8.3 Con�guration of SD cmmi12.300 cmr12.300 74 cmr12.300iv cmsl12.300 CONTENTS cmr12.3008.3.1 The .duarc �le cmmi12.300 cmr12.300 74 8.3.2 The readT yp es �le cmmi12.300 cmr12.300 75 8.3.3 The �lterT yp es �les cmmi12.300 cmr12.300 75 8.3.4 The yp eDefaults �le cmmi12.300 cmr12.300 76 cmbx12.300POD 77 cmr12.3009.1 yp es of Widget cmmi12.300 cmr12.300 77 9.1.1 Buttons cmmi12.300 cmr12.300 77 9.1.2 Dialogue Bo xes cmmi12.300 cmr12.300 77 9.1.3 Men us cmmi12.300 cmr12.300 78 9.2 Using POD cmmi12.300 cmr12.300 78 9.2.1 The Main Windo cmmi12.300 cmr12.300 78 9.2.2 The List Windo cmmi12.300 cmr12.300 79 9.2.3 The Read Windo cmmi12.300 cmr12.300 80 9.2.4 The Mo dify Windo cmmi12.300 cmr12.300 80 9.2.5 Error and Message opups cmmi12.300 cmr12.300 81 9.3 Con�guration of POD cmmi12.300 cmr12.300 81 9.3.1 The .p drc File cmmi12.300 cmr12.300 82 9.3.2 The readT yp es File cmmi12.300 cmr12.300 82 9.3.3 The friendlyNames File cmmi12.300 cmr12.300 83 9.3.4 The �lterT yp es Files cmmi12.300 cmr12.300 83 9.3.5 The yp eDefaults File cmmi12.300 cmr12.300 84 cmbx12.30010 ttribute Syn taxes 85 cmr12.30010.1 Standard Syn taxes cmmi12.300 cmr12.300 85 10.1.1 Prin tableString cmmi12.300 cmr12.300 86 10.1.2 CaseExactString cmmi12.300 cmr12.300 86 10.1.3 CaseIgnoreString cmmi12.300 cmr12.300 89 10.1.4 CaseIgnoreList cmmi12.300 cmr12.300 90 10.1.5 Coun tryString cmmi12.300 cmr12.300 91 10.1.6 IA5String cmmi12.300 cmr12.300 91 10.1.7 OctetString cmmi12.300 cmr12.300 91 10.1.8 NumericString cmmi12.300 cmr12.300 92 10.1.9 DestinationString cmmi12.300 cmr12.300 92 10.1.10 elephoneNum er cmmi12.300 cmr12.300 92 10.1.11 ostalAddress cmmi12.300 cmr12.300 93 10.1.12 DN cmmi12.300 cmr12.300 93 cmsl12.300CONTENTS cmr12.300 10.1.13 OID cmmi12.300 cmr12.300 95 10.1.14 Ob jectClass cmmi12.300 cmr12.300 95 10.1.15 elexNum er cmmi12.300 cmr12.300 95 10.1.16 eletexT erminalIden ti�er cmmi12.300 cmr12.300 96 10.1.17 acsimileT elephoneNum er cmmi12.300 cmr12.300 96 10.1.18 Deliv eryMetho cmmi12.300 cmr12.300 96 10.1.19 Presen tationAddress cmmi12.300 cmr12.300 97 10.1.20 assw ord cmmi12.300 cmr12.300 97 10.1.21 Certi�cate cmmi12.300 cmr12.300 97 10.1.22 Certi�cateP air cmmi12.300 cmr12.300 98 10.1.23 Certi�cateList cmmi12.300 cmr12.300 98 10.1.24 Guide cmmi12.300 cmr12.300 98 10.1.25 UTCTime cmmi12.300 cmr12.300 99 10.1.26 Bo olean cmmi12.300 cmr12.300 99 10.1.27 In teger cmmi12.300 cmr12.300 100 10.1.28 AccessP oin cmmi12.300 cmr12.300 100 10.2 QUIPU ttribute Syn taxes cmmi12.300 cmr12.300 100 10.2.1 CL cmmi12.300 cmr12.300 100 10.2.2 Sc hema cmmi12.300 cmr12.300 101 10.2.3 ProtectedP assw ord cmmi12.300 cmr12.300 101 10.2.4 Securit yP olicy cmmi12.300 cmr12.300 101 10.2.5 EdbInfo cmmi12.300 cmr12.300 101 10.2.6 InheritedA ttribute cmmi12.300 cmr12.300 102 10.3 COSINE/In ternet ttribute Syn taxes cmmi12.300 cmr12.300 102 10.3.1 Mailb cmmi12.300 cmr12.300 102 10.3.2 CaseIgnoreIA5String cmmi12.300 cmr12.300 102 10.3.3 Photo cmmi12.300 cmr12.300 103 10.3.4 Audio cmmi12.300 cmr12.300 103 10.3.5 Data Qualit cmmi12.300 cmr12.300 103 10.3.6 DSA Qualit cmmi12.300 cmr12.300 104 10.4 MHS ttribute Syn taxes cmmi12.300 cmr12.300 104 10.5 ASN.1 cmmi12.300 cmr12.300 105 cmbx12.30011 In tro duction to Securit eatures 106 cmr12.30011.1 assw ords cmmi12.300 cmr12.300 106 11.1.1 Cho osing assw ord cmmi12.300 cmr12.300 106 11.1.2 aking Care of our assw ord cmmi12.300 cmr12.300 107 cmr12.300vi cmsl12.300 CONTENTS cmr12.30011.2 Discretionary Access Con trol cmmi12.300 cmr12.300 108 11.2.1 Mo del cmmi12.300 cmr12.300 108 11.2.2 Detect Access cmmi12.300 cmr12.300 109 11.2.3 E�ect of CLs on Op erations cmmi12.300 cmr12.300 109 11.2.4 Example Use of CLs cmmi12.300 cmr12.300 111 11.2.5 Extended Example cmmi12.300 cmr12.300 113 cmbx10.432Administrator’s Guide 117 cmbx12.30012 Installing QUIPU 119 cmr12.30012.1 Compile Options cmmi12.300 cmr12.300 120 12.2 TURBO Options for Large Sites cmmi12.300 cmr12.300 121 12.3 Files cmmi12.300 cmr12.300 123 cmbx12.30013 Con�guring DUA 126 cmr12.30013.1 Connecting to DSA cmmi12.300 cmr12.300 126 13.2 ailoring cmmi12.300 cmr12.300 127 cmbx12.30014 Con�guring DSA 131 cmr12.30014.1 Basic ormats and Structures cmmi12.300 cmr12.300 131 14.1.1 En try Data Blo cmmi12.300 cmr12.300 131 14.1.2 Ob ject Class ttribute cmmi12.300 cmr12.300 133 14.1.3 Database Structure cmmi12.300 cmr12.300 135 14.1.4 Long Distinguished Names cmmi12.300 cmr12.300 136 14.2 Setting Up an Initial DSA cmmi12.300 cmr12.300 137 14.2.1 Presen tation Addresses cmmi12.300 cmr12.300 139 14.2.2 Cho osing Name for our DSA cmmi12.300 cmr12.300 141 14.2.3 Setting up our DSA cmmi12.300 cmr12.300 142 14.3 ailoring cmmi12.300 cmr12.300 146 14.3.1 ailoring Running DSA cmmi12.300 cmr12.300 151 14.4 Mo difying our DSA’s En try cmmi12.300 cmr12.300 152 14.5 Connection to Other DSAs cmmi12.300 cmr12.300 153 14.5.1 Connection to the Global Directory cmmi12.300 cmr12.300 154 14.6 Connecting to Non-QUIPU DSA cmmi12.300 cmr12.300 155 14.7 Adding More Data cmmi12.300 cmr12.300 156 14.7.1 More on Ob ject Classes cmmi12.300 cmr12.300 156 cmsl12.300CONTENTS cmr12.300 vii 14.7.2 Sc hemas cmmi12.300 cmr12.300 161 14.7.3 Photograph ttributes cmmi12.300 cmr12.300 162 14.7.4 File ttributes cmmi12.300 cmr12.300 164 14.7.5 ttribute Inheritance cmmi12.300 cmr12.300 165 14.8 Ho DSA Starts cmmi12.300 cmr12.300 168 14.9 Adding More DSAs cmmi12.300 cmr12.300 169 14.10 Receiving EDB Up dates cmmi12.300 cmr12.300 170 14.11 ables cmmi12.300 cmr12.300 171 14.12 More Help Installing QUIPU cmmi12.300 cmr12.300 173 cmbx12.30015 Securit Managemen 174 cmr12.30015.1 QUIPU Userid cmmi12.300 cmr12.300 174 15.2 Shared Libraries cmmi12.300 cmr12.300 174 15.3 File ermissions cmmi12.300 cmr12.300 175 15.4 Discretionary Access Con trol cmmi12.300 cmr12.300 175 15.4.1 What Must Publicly Readable cmmi12.300 cmr12.300 175 15.5 Audit cmmi12.300 cmr12.300 176 15.5.1 Enabling Auditing cmmi12.300 cmr12.300 176 15.5.2 Relating Ev en ts to Users cmmi12.300 cmr12.300 176 15.5.3 ormat of Audit Records cmmi12.300 cmr12.300 176 15.5.4 Start of an Asso ciation cmmi12.300 cmr12.300 177 15.5.5 End of an Asso ciation cmmi12.300 cmr12.300 177 15.5.6 AP Op eration cmmi12.300 cmr12.300 177 15.5.7 AP Result cmmi12.300 cmr12.300 178 15.5.8 Chaining cmmi12.300 cmr12.300 178 15.5.9 Up dates cmmi12.300 cmr12.300 178 15.5.10 Other Ev en ts cmmi12.300 cmr12.300 178 15.5.11 Pro cessing the Log Files cmmi12.300 cmr12.300 179 cmbx10.432IV Programmer’s Guide 183 cmbx12.30016 Programming the Directory 185 cmr12.30016.1 Con en tions cmmi12.300 cmr12.300 185 16.2 ttributes cmmi12.300 cmr12.300 188 16.3 Distinguished Names cmmi12.300 cmr12.300 192 16.3.1 User-F riendly Naming cmmi12.300 cmr12.300 194 cmr12.300viii cmsl12.300 CONTENTS cmr12.30016.4 Adding New Syn taxes to QUIPU cmmi12.300 cmr12.300 195 16.4.1 Where to Add the Syn tax De�nition cmmi12.300 cmr12.300 197 16.4.2 Mo difying Previous De�nitions cmmi12.300 cmr12.300 198 cmbx12.30017 The Pro cedural DUA 200 cmr12.30017.1 Pro cedure Mo del cmmi12.300 cmr12.300 200 17.2 Common arameters cmmi12.300 cmr12.300 201 17.2.1 Argumen ts cmmi12.300 cmr12.300 201 17.2.2 Results cmmi12.300 cmr12.300 202 17.3 Con tin uation References cmmi12.300 cmr12.300 202 17.4 Errors cmmi12.300 cmr12.300 204 17.4.1 ttribute Error cmmi12.300 cmr12.300 205 17.4.2 Name Error cmmi12.300 cmr12.300 206 17.4.3 Referral Errors cmmi12.300 cmr12.300 206 17.4.4 Securit Error cmmi12.300 cmr12.300 206 17.4.5 Service Error cmmi12.300 cmr12.300 207 17.4.6 Up date Error cmmi12.300 cmr12.300 207 17.4.7 Abandon ailure cmmi12.300 cmr12.300 208 17.4.8 Error Handling Pro cedures cmmi12.300 cmr12.300 208 17.5 Binding and Un binding cmmi12.300 cmr12.300 209 17.5.1 No Authen tication cmmi12.300 cmr12.300 211 17.5.2 Simple Authen tication cmmi12.300 cmr12.300 211 17.5.3 Protected Simple Authen tication cmmi12.300 cmr12.300 211 17.5.4 Strong Authen tication cmmi12.300 cmr12.300 211 17.6 Un bind cmmi12.300 cmr12.300 211 17.7 Read cmmi12.300 cmr12.300 212 17.7.1 En try Information Selection cmmi12.300 cmr12.300 213 17.7.2 En try Information cmmi12.300 cmr12.300 213 17.8 Compare cmmi12.300 cmr12.300 214 17.8.1 ttribute alue Assertion cmmi12.300 cmr12.300 215 17.9 List cmmi12.300 cmr12.300 216 17.10 Searc cmmi12.300 cmr12.300 218 17.10.1 Filters cmmi12.300 cmr12.300 220 17.11 Mo di�cation Op erations cmmi12.300 cmr12.300 223 17.11.1 Add cmmi12.300 cmr12.300 223 17.11.2 Remo cmmi12.300 cmr12.300 224 17.11.3 Mo dify cmmi12.300 cmr12.300 225